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Abstract

Online reviews are central to digital market-
places, but the rise of large language models
(LLMs) has made the large-scale generation
of deceptive reviews increasingly accessible.
While prior work suggests that Al-generated
reviews can often be detected with high ac-
curacy, less is known about how detectability
varies across prompting strategies and in com-
parison to deceptive and truthful human-written
reviews.

To study this, we construct a dataset of smart-
phone reviews generated by two LLMs us-
ing seven prompting strategies and align them
with deceptive and truthful human-written re-
views. We systematically examine how prompt-
ing strategy and model choice influence the
detectability of Al-generated reviews and con-
duct a linguistic analysis to identify differences
between human- and Al-generated content.

Our findings suggest that LLM-generated re-
views remain detectable across most prompting
settings and against both deceptive and truthful
human reviews. However, few-shot prompt-
ing reduces detectability and produces reviews
that are linguistically more similar to human-
written content. Fine-tuned in-domain classi-
fiers achieve nearly perfect performance, while
simple perplexity-based and commercial black-
box approaches both reach over 70% accuracy.

1 Introduction

Reviews in online shopping guide customers’ pur-
chasing behavior since customers use them to make
informed purchase decisions (Hu et al., 2008; Vana
and Lambrecht, 2021; Watson, 2018). The essen-
tial role of online reviews in e-commerce is abused
by positive and negative fake reviews, either to
boost sales or to damage the business of competi-
tors. The practice of fake review spam can mislead
customers (Song et al., 2017), eroding their trust in
a marketplace (Jin Ma and Lee, 2014), and dimin-

ishing their purchase intentions (Ahmad and Sun,
2018).

Since humans have difficulties distinguishing de-
ceptive from truthful reviews (Ott et al., 2011; De-
Paulo et al., 2003; Kleinberg and Verschuere, 2021),
and due to the large number of reviews on online
platforms (Wolf et al., 2020), manual filtering ap-
proaches are limited. Historically, crowd work-
ers were hired to write fake reviews (McCluskey,
2022), but recent advances in Large Language Mod-
els (LLMs) have introduced cost-effective means
for creating fake reviews at unprecedented scales.
Models, such as GPT-3.5 or 4 (OpenAl et al.,
2024), can generate texts that readers cannot distin-
guish from human-authored text (Clark et al., 2021;
Gehrmann et al., 2019; Kobis and Mossink, 2021;
Jakesch et al., 2023). Thus, LLMs are highly fitting
for malicious actors to generate fake reviews, and
initial findings suggest they are extensively utilized
for this purpose (Kugel and Hiltner, 2023).

Previous work on fake news detection, a spe-
cific subset of the broader task of generated content
detection (Guerrero and Alsmadi, 2022; Crothers
et al., 2022), has investigated the use of feature-
based (Kowalczyk et al., 2022) and LLM-based
classification approaches (Solaiman et al., 2019;
Gambetti and Han, 2023b). On the task of Al-
generated review detection, Gambetti and Han
(2023b) used a fine-tuning approach to detect Al-
generated reviews on Yelp, showing that they can
be detected with near-perfect accuracy. Markowitz
et al. (2024) examined the issue of LLM-generated
reviews through the lens of Al-mediated commu-
nication, using review data to explore the extent
to which LLMs can be categorized as "inherently
deceptive".

While previous research suggests that Al-
generated reviews can be detected with high ac-
curacy, it remains unclear to what extent veracity
on the human side and prompting strategies on
the LLM side impact differences between LLM-



generated and human reviews. As LLM-generated
reviews can be viewed as inherently deceptive,
since they do not reflect any genuine, authentic hu-
man experiences, and pretraining material may con-
tain considerable amounts of deceptive language,
a reasonable hypothesis is that LLM-generated re-
views are systematically more similar to human-
written deceptive ones, and whether this differs
across prompting strategies. Our work thus as-
sesses the following questions:

* RQ 1: Are LLM-generated reviews more simi-
lar to deceptive human reviews than to truthful
human reviews? Is it therefore harder to differ-
entiate between LLM-generated reviews and
deceptive human reviews rather than truthful
human reviews?

* RQ 2: To what extent do different prompting
techniques like few-shot and persona prompt-
ing nudge models to create more human-like
reviews, effectively making them harder to
detect?

* RQ 3: Which linguistic properties differenti-
ate LLM-generated and human-generated re-
views? Are there systematic differences be-
tween prompting techniques?

To address these research questions, we cre-
ate a dataset consisting of LLM-generated as
well as deceptive and truthful human-written re-
views. Human-written reviews are sourced from
the dataset by Soldner et al. (2022), which consists
of truthful and deceptive reviews of smartphones
created in a controlled setup. We extend this hu-
man review dataset with smartphone reviews gen-
erated by two LLMs (GPT-4 and WizardLM-13B)
and seven prompting strategies. Using this novel
dataset, we conduct classification experiments to
determine whether it is possible to differentiate
LLM and human-written reviews and how such
classification is influenced by (1) the veracity of
human reviews, (2) the utilized LLM for review
generation, and (3) the prompting strategy. Ad-
ditionally, we conduct a linguistic analysis of the
different sets of reviews to better understand the
linguistic differences and overlaps between them.

We find that across prompting settings, differ-
ences between humans and LLMs are consistently
detectable, with fine-tuned in-domain classifiers
reaching almost perfect performance, and off-the-
shelf solutions reaching well over 70% accuracy.

Our results suggest little variation between prompt-
ing strategies, except for the few-shot variants,
which are harder to detect. The linguistic anal-
ysis confirms that priming the LLMs with a few
human-written examples shifts them to produce
more human-like text!.

2 Related work

2.1 Detection of LLM-Generated Content

Prior work shows that humans often struggle to dis-
tinguish LLM-generated texts from human-written
text (Clark et al., 2021; Jakesch et al., 2023).
This limitation motivates automated detection ap-
proaches. Interestingly, Ippolito et al. (2020) show
that generated content that is more successful at
deceiving humans may also be easier to detect au-
tomatically, because fluent machine-generated text
can still exhibit statistical regularities that differ
systematically from human writing.

Automated detection methods can broadly be
grouped into zero-shot, supervised/fine-tuned, and
watermark-based approaches. Early zero-shot ap-
proaches often relied on likelihood- or rank-based
signals from the generating model itself. For ex-
ample, GROVER achieved high accuracy in detect-
ing its own generated news articles (Zellers et al.,
2019). However, results for GPT-2 were less con-
clusive: Solaiman et al. (2019) found that it does
not outperform a logistic-regression baseline with
bag-of-words features in detecting texts generated
by it.

More recent work, highlights important limita-
tions of detector reliability. Benchmark studies
show that detectors often generalize poorly to un-
seen domains, languages, prompts, and generator
models (Wang et al., 2024). To address this, re-
cent zero-shot and hybrid approaches such as De-
tectGPT, Fast-DetectGPT, and Ghostbuster aim to
improve generalization without relying solely on
task-specific fine-tuning (Mitchell et al., 2023; Bao
et al., 2024; Verma et al., 2024). At the same time,
studies show that detectors can be vulnerable to
adversarial perturbations such as paraphrasing (Li
et al., 2024). This suggests that high in-domain
detection accuracy should not be interpreted as evi-
dence of robust real-world performance.

'Our code and data are available under MIT
license via https://github.com/gesiscss/
human-ai-review-deception and https://huggingface.
co/datasets/gesis/human-ai-review-deception
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2.2 Fake Review Detection

Since fake reviews were previously mostly human-
written, previous detection approaches focused on
so-called deceptive opinion spam and utilized meth-
ods, such as Naive Bayes and Support Vector Ma-
chine (SVM) classifiers with linguistic, bag-of-
words, and morphosyntactical features (Ott et al.,
2011, 2013). Others focus on handcrafted features
representing different theories of deception (Ab-
dulgader et al., 2022). A common issue in fake re-
view detection datasets is the mix of crowdsourced
reviews as deceptive reviews with scraped reviews
as truthful reviews, which introduces confounding
effects from the review sources, artificially conflat-
ing detection performances (Soldner et al., 2022).
Similarly, crowdsourced fake reviews differ from
real fake reviews (Fornaciari and Poesio, 2014; For-
naciari et al., 2020). Hovy (2016) provides one
of the first studies of the detectability of syntheti-
cally generated text, utilizing a Markov chain lan-
guage model. More recent work used feature-based
classifiers, such as SVM, Random Forest, or XG-
Boost, as well as deep learning methods such as
RoBERTa, or GPT-Neo to detect fake reviews with
F1 performances ranging from 0.85 to 0.97 (Salmi-
nen et al., 2022; Solaiman et al., 2019; Kowalczyk
et al., 2022; Gambetti and Han, 2023a; Markowitz
et al., 2024).

3 Data and Methods

In the following section, we describe the dataset
we construct to study the differences between Al-
generated and human-written deceptive and truth-
ful reviews, and the respective methods we use
to quantify differentiability. We provide dataset
statistics in Table 1.

3.1 Human Reviews

We expand a product review dataset (Soldner et al.,
2022), which consists of positive and negative de-
ceptive and truthful reviews about smartphones
written by crowd workers from Prolific with LLM-
generated reviews. The dataset also contains (truth-
ful) Amazon reviews that mirror the Prolific re-
views (matched on the same phone properties, such
as models, brands, and ratings). To make the re-
views usable for the LLM-review generation pro-
cess, we standardize inconsistent phone names
(e.g., "galaxy s5" or "s5" to "samsung galaxy s5)
following the naming used on the platform GSM

Source Veracity Strategy # Examples
Human Truthful - 540
Deceptive — 649

- Minimal 1.189

- Persona (young) 1.189

- Persona (old) 1.189

GPT4 - Persona (fake) 1.189
- Crowdworker 1.189

Truthful Few-shot 1.189

Deceptive 1.189

- Minimal 1.189

- Persona (young) 1.189

- Persona (old) 1.189

WizardLM - Persona (fake) 1.189
- Crowdworker 1.189

Truthful Few-shot 1.189

Deceptive 1.189

Total 17.835

Table 1: Statistics of our dataset.

Arena’. Phones tagged with the brand "other" are
assigned the correct brand name when possible,
and phones without a name are removed. The lan-
guage of all reviews is verified with lingua (Akker-
man, 2014), and non-English reviews are removed.
Lastly, all reviews from brands with fewer than five
reviews are removed, ensuring that enough exam-
ples for few-shot prompting are available, reducing
the dataset size to 600 human-truthful (HTR) and
721 human-deceptive reviews (HDR) (see Table 6).

3.2 Synthetic Review Generation

Our goal is a dataset with LLM-generated reviews
aligned to human-written counterparts per model
and prompt combination. We thus generate re-
views matched to HTR and HDR, so that the gener-
ated reviews always correspond to the same phone
model, the same review rating, and the same re-
view length (number of sentences). This results
in two datasets that have the same distribution on
these review properties. The goal of matching the
review datasets is to prevent confounding effects
introduced by differences in the phone models,
ratings, or review length. For example, if LLM-
generated reviews contain reviews only for the Ap-
ple iPhone 12 but it is not present in human-written
reviews, a classifier could solely rely on "iPhone
12" to achieve near-perfect accuracy. Since the
datasets for HTR and HDR are not matched based
on such review properties, we create two types
of LLM-generated reviews: one matched to the

2ht’cp: //www.gsmarena.com
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human-truthful reviews and one matched to the
human-deceptive reviews.

We use GPT-4 (OpenAl et al., 2024) and Wiz-
ardLM (Xu et al., 2024) to generate reviews>. Due
to computational restrictions, we chose WizardLM-
13B v1.2, a 13 billion-parameter LLaMA model in-
struction fine-tuned on an automatically expanded
open-domain instruction dataset, which, at the time
of dataset creation, was ranked highly in the chat-
bot arena*, a crowd-sourced performance ranking
platform (Zheng et al., 2023). Based on manual
inspection of text outputs and adherence to output
constraints, such as review length, WizardLM per-
forms best among initially considered models. The
model parameter values are based on Gambetti and
Han (2023a), and the temperature is uniformly sam-
pled within the range of 0.5 to 1.0. For GPT-4, all
other default parameters were used (see Appendix
A for all parameters).

Each prompt contains instructions to format the
output as a JSON string for better automatic pro-
cessing. The GPT-4 API provides a parameter
that enforces valid JSON string outputs, but the
Hugging Face transformers package for WizardLM
lacks such functionality. Outputs not conforming
to a JSON format are either corrected automati-
cally through regular expressions, the Python pack-
age json_repair (Baccianella, 2024), or manually.
We manually inspect generated texts that do not
contain reviews or contain error messages (i.e., out-
puts that include phrases or words such as "As an
Al developed by OpenAl...", "sorry", "apologies",
"LLM") and remove them if necessary.

3.2.1 Prompting Strategies

We choose seven prompting strategies (see Table 2)
that either are popular, used in similar scenarios, or
relevant to our research questions. Each prompt is
embedded in a conversational task with the LLM,
starting with the system message, followed by a
user message containing one of the seven prompt-
ing strategies. We use the vicuna system prompt for
WizardLM and GPT-4: "A chat between a curious
user and an artificial intelligence assistant. The
assistant gives helpful, detailed, and polite answers
to the user’s questions.”. For the individual user
message, we use one of the following:

Minimal The minimal prompt only includes the
essential information to produce a review and is
3For further model-specific implementations and details,

see Appendix E.
4h’ctps ://1marena.ai/

based on the most common instructions found in
the Stanford Alpaca instruction dataset (Taori et al.,
2023), aiming at generating reviews (see Appendix
B). The number of words is based on the number
of words in the human-authored reviews.

Crowd worker This message contains the same
instruction the Prolific crowd workers received
when generating truthful reviews in (Soldner et al.,
2022) (see Appendix B). Crowd worker instruc-
tions have been previously used to facilitate di-
rect comparisons between reviews created with the
same instructions by humans and LLMs (Mishra
et al., 2022; Veselovsky et al., 2023). Length and
JSON format instructions, as in the minimal strat-
egy, are appended.

Few-shot We employ two strategies in which we
provide HTR and HDR as examples to the LLM.
For each strategy, we limit the few-shot examples
to five, as prior work suggests that performance
does not scale well with the increase of examples
and that too many examples can also be detrimental
to the model performance (Min et al., 2022; Zhao
et al., 2021; Pecher et al., 2024). We match the
human-authored reviews as closely to the to-be-
generated reviews as possible, as examples that are
more similar to the generation task can improve the
generation performance (Liu et al., 2023). Since
the human-authored review dataset does not con-
tain enough reviews of the same brand, rating, or
text length exactly matching the reviews to be gen-
erated, we sample examples so they would match
at least one of the three dimensions. Thus, the
five few-shot examples consist of one review of the
same brand and rating, two reviews of the same
brand but with different ratings, and two reviews
with the same rating but of different brands. When
no reviews from the same brand are available, a
random brand is sampled. LLMs were instructed
to produce reviews of a similar length as observed
by humans.

The five review examples are provided to the
LLM within a simulated conversation history.
Specifically, the system prompt is provided first,
followed by the minimal user message with review
specifications (rating, brand, length, etc.). The first
example is then provided as an assistance message,
simulating a previous LLM answer. All five review
examples are embedded in a single prompt, con-
structing the simulated conversation history, while
the last user message contains the instructions for
the required review (See Appendix B). The exam-
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ples are presented alternating between examples
with the same brand and those with the same rating.

Personas Since persona prompts are often rec-
ommended in non-scientific publications (Google,
2023; Lance, 2023), they are likely used to gener-
ate fake reviews. We use three personas with the
instructions to "Pretend you are a 25 years old tech
enthusiast”, to "Pretend you are 55 years old and
have only a basic understanding of smartphones”,
and to "Pretend you are a crowd worker whose
task it is to write fake reviews for products you do
not own". We use two personas that vary in age
and expertise. Previous research shows that per-
sonas representing domain experts generate more
accurate and detailed descriptions and that the writ-
ing style can change based on age (Salewski et al.,
2023; Malik et al., 2024). Thus, we include both an
expert and a non-expert persona as well as two age
groups, a young adult (25 years) and a middle-aged
adult (55 years), to examine how they influence
the generated texts and whether the LLM defaults
to age-related biases. The third persona aims at
circumventing the guardrails of LLMs, prevent-
ing them from creating malicious content, while
also determining whether explicitly prompting an
LLM to generate fake reviews makes reviews more
difficult to differentiate from HDR. The persona
descriptions are appended to the system message,
followed by the minimal user message (see Ap-
pendix B).

3.3 Review Classification

We classify reviews into human and LLM-
generated reviews, where the LLM, the prompting
strategy, and the veracity of human reviews are
varied, resulting in 28 (7 prompting strategies X
2 LLMs x 2 veracities) binary classification tasks.
For each binary classification task, we fine-tune
and evaluate a pre-trained RoBERTa model with
355 million parameters and a classification head
as proposed by (Devlin et al., 2019). The models
are fine-tuned using the Python package transform-
ers from HuggingFace (Wolf et al., 2020), and the
model checkpoints obtained from the HuggingFace
Hub®. To mitigate potential training instabilities
with datasets of less than 10,000 samples, we use
the standard Adam optimizer with a debiasing term
Zhang et al. (2021) (see Appendix C, Table 5 for
training parameters). Each model evaluation is per-

5https://huggingface.co/FacebookAI/
roberta-large

formed using a 5-fold stratified cross-validation
procedure with a test set size of 10%, and for each
data split, the matching of human and the LLM-
generated reviews is preserved, while classifica-
tions with HTR and HDR are conducted separately.
Performance is measured in accuracy. We initially
also considered precision, recall, and F1-scores,
but since we balance the classes for all classifica-
tion sets, those performance scores do not differ
noticeably from accuracy.

Since human-written reviews are provided in
some of our prompting approaches, the LLM could,
in theory, completely recycle such reviews. To pre-
vent such review leakage, which would affect the
classification, we split the HTR and HDR into two
subsets: the 10% sample is only used as examples
during review generation (example set), and the
90% sample are used for training and evaluating
the classifiers (classification set).

In addition to the fine-tuned RoBERTa model,
we also test how well we can differentiate reviews
based solely on their perplexity scores, as they can
already provide insight into whether a text is LLM-
generated (Gutiérrez Megias et al., 2024; Crothers
et al., 2023). The perplexity score measures how
predictable the text is for the model, where lower
perplexity scores indicate a more predictable text
and higher perplexity scores indicate a less pre-
dictable text. Thus, lower perplexity scores of a
text have been associated with being more likely
LLM-generated (Mitrovi¢ et al., 2023; Hans et al.,
2024).

Finally, we include a third blackbox classifi-
cation service, ZeroGPT (https://www.zerogpt.
com/). ZeroGPT looks for statistical patterns in
writing that are common in Al-generated text.

3.4 Linguistic Analysis

To gain further insights into the differences be-
tween human-written and LLM-generated reviews,
we analyze interpretable linguistic features for each
of the subsets of our data. We extract linguistic fea-
tures using the open-source library elfen (Maurer,
2026). This results in 301 features in the feature
areas of surface-level information, parts-of-speech
(POS), lexical richness, readability, named entities,
information theory, semantics, psycholinguistics,
morphology, and syntactic dependencies.

Per feature, we apply the Mann-Whitney U test
(Mann and Whitney, 1947) to test for distributional
differences between human and LLM-generated
reviews across prompting techniques. We apply
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Strategy

Description

Minimal

Crowd worker

Few-shot (truthful)

Few-shot (deceptive)

Persona I (Age: 25, high expertise)
Persona II (Age: 55, low expertise)
Persona III (fake review writer)

Provides only essential information

Uses crowd-working instructions

Provides 5 truthful Prolific review examples

Provide 5 deceptive Prolific review examples

LLM imitates a young person with high tech expertise
LLM imitates an older person with low tech expertise
LLM imitates a crowd worker who writes fake reviews

Table 2: Overview of the seven prompting strategies used for generating reviews

Bonferroni correction per feature area.

4 Results

This section firstly highlights how easily LLM-
generated reviews can be detected against truthful
versus deceptive human reviews. Secondly, it out-
lines how different prompting strategies affect the
detectability of LLM-generated reviews. Thirdly, it
sheds light on the linguistic properties that differen-
tiate LLM-generated and human-generated product
reviews.

4.1 RQ1: Impact of Review Veracity and
LLM choice

We first examine how accurately human-written
and LLM-generated reviews can be classified de-
pending on review veracity. We hypothesize that
deceptive reviews would be harder to distinguish
from LLM-generated ones, effectively indicating
that they are more similar in properties captured
by classifiers. To test this, we aggregate mean
test accuracies (human vs. LLM) for HTR and
HDR across all other factors (LLMs, prompting
strategies). Results show that truthful and decep-
tive reviews are equally well classifiable across
all models, with RoOBERTa achieving the highest
performance (Figure 1-left). This is expected, as
RoBERTz is trained directly on the review data,
whereas perplexity-based methods and ZeroGPT
are not. Notably, perplexity-based classification
performs nearly as well as ZeroGPT.

Similarly, we test whether reviews generated by
GPT-4 or WizardLM are more easily classifiable by

aggregating the mean test set accuracies (human vs.

LLM) for GPT-4 and WizardLLM across all other
dimensions (HTR, HDR, prompting strategy). We
observe almost no differences between classifiers
that operate on GPT-4 and WizardLM-generated
reviews, with only a slight tendency towards lower
accuracies for WizardLM-generated reviews. Our

results show that in both cases the RoOBERTa mod-
els perform best, followed by ZeroGPT and the
perplexity scores (Figure 1-right).
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Figure 1: Mean accuracies (95% CI) of binary clas-
sifiers that aim to detect LLM-generated reviews. In
the left panel LLM-generated reviews are matched with
HTR and HDR and performance of classifiers is aggre-
gated across all other dimensions (LLMs, prompting
strategy). In the right panel we differentiate between
classifiers that operate on WizardLM and GPT-4 gen-
erated reviews and aggregate the performance cross all
other dimensions (HTR, HDR, prompting strategy).

4.2 RQ2: Impact of Prompting Strategy

We also examine the impact of different prompt-
ing strategies on the detectability of Al-generated
reviews. A plausible hypothesis is that few-shot
prompting strategies and persona-prompting strate-
gies lead to reviews that are more difficult to dis-
tinguish from human-generated reviews. However,
our results confirm this only partially. Figure 2
shows that reviews generated with few-shot prompt-
ing are indeed slightly more difficult to distinguish
from human-generated reviews across classifiers
(average drop for ROBERTa ~ 3%), but not for
personas. We note, however, that this decrease for
few-shot prompting has little practical impact, con-
sidering the performance remains well over 90%.

To understand the lower classification perfor-
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Figure 2: Mean accuracies (95% CI) of classifying hu-
man (deceptive and truthful) and LLM-generated re-
views with RoOBERTa, ZeroGPT, and perplexity scores.
Performance is analyzed separately for all classifiers
operating on GPT-4 and Wizard-LM and all prompting
strategies.

mance for the few-shot generation process bet-
ter, we examine the differences between HTR and
HDR, as well as GPT-4 and WizardLM-generated
reviews for the RoBERTa classifier. We find that
classification performances behaved similarly for
HTR and HDR, but that Al-generated reviews are
more difficult to detect when generated with Wiz-
ardLM than when generated with GPT-4 (Figure 3).
We find a similar pattern for the perplexity score-
based classifier and ZeroGPT (see Appendix D).
This highlights that the effect of prompting strate-
gies is model-dependent and needs to be studied
carefully. For minimal, crowdworker, and persona
prompting, we see no differences between GPT-
4 and WizardLM-generated reviews, as all these
prompting strategies can be easily distinguished
from human-written reviews.
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Figure 3: Mean accuracies (95% CI) for the RoBERTa
classifier of classifying human (deceptive and truthful)
and LLM-generated reviews. Performance is analyzed
separately for all classifiers operating on GPT-4 and
Wizard-LM and all prompting strategies.

4.3 RQ3: Linguistic Analysis

Table 3 shows the number of features per feature
area with significant differences between human-
written reviews and the respective prompt strategy
for the LLM-generated ones. We find that the num-
ber of features with significant differences is rela-
tively stable across prompt strategies. These stable
patterns underline the findings of the previous ex-
periment: Across prompting methods, LL.Ms gen-
erate reviews that are not only detectably different,
but they also differ considerably and significantly
across most measured linguistic feature areas, and
their respective features.

Nonetheless, we find differences between
prompting techniques. On the one hand, we
find that, surprisingly, the crowdworkers prompt
exhibits the most differences, both overall and
across several feature areas. This is particularly
pronounced for readability (i.e., how complex
a text is to read) and named entities (i.e., how
many named entities, of different types, are in a
text). This suggests that crowdworker-prompted re-
views differ particularly considerably from human-
written ones in how convoluted a text is, how
many long/polysyllabic words a text has, and to
what extent they reference real-world knowledge
via named entities. On the other hand, we ob-
serve the most prevalent differences between few-
shot and zero-shot strategies for the areas of emo-
tion/sentiment features (i.e., are there words present
with a strong association to a particular emo-
tion), lexical richness (i.e., how diverse or repeti-
tive/formulaic the word use is), and psycholinguis-
tic features (i.e., are there words present with a
particular cognitive or sensorimotor grounding).

5 Discussion

Our results suggest that LLM-generated reviews re-
main distinguishable from human-written reviews
across most settings, even when compared against
deceptive human reviews. Contrary to our initial ex-
pectation, deceptive reviews were not consistently
harder to distinguish from LLM-generated reviews
than truthful ones. This indicates that current LLM-
generated reviews still exhibit linguistic regularities
that differ from both truthful and deceptive human-
written content. At the same time, the relatively
strong performance of simple perplexity-based ap-
proaches suggests that these differences are not
limited to highly specialized classifiers.

Our comparison of two different LLMs indi-



% Features diff.

Ours
Feature Area # Features (total)
Minimal Fake Crowdworkers Persona Few-Shot

Young Old Truthful Deceptive
Morphology 49 55.1  53.1 63.3 55.1 612 65.3 67.3
Syntactic Dependencies 46 69.6 63.0 71.7 67.4  60.7 67.4 69.6
Emotion 36 722 694 66.7 722 75.0 58.3 55.6
Named Entities 18 50.0 444 61.1 50.0 50.0 444 444
Information Theory 2 100.0 100.0 50.0 100.0 100.0 100.0 100.0
Lexical Richness 24 70.8  75.0 70.8 66.7  70.8 45.8 37.5
POS 17 882 824 88.2 88.2 882 94.1 94.1
Readability 8 875 875 100.0 87.5 100.0 87.5 87.5
Semantics 16 81.3 938 93.8 81.3 938 93.8 87.5
Psycholinguistics 77 714 70.1 76.6 714 714 59.7 55.8
Surface-level 8 875 750 75.0 625 75.0 75.0 50.0
All 301 66.8 67.8 73.1 684 704 64.8 62.5

Table 3: Aggregated Mann-Whitney U test results within datasets. We report the percentage of features per feature
area with significant (p < 0.05, Bonferroni corrected per feature area) differences (% Features diff.) between
human-written and the different prompt strategies of LLM-generated reviews.

cates that, despite GPT-4 being regarded as one
of the highest-performing generative models at
the time of analysis, the 13B-parameter version of
WizardLM generated reviews that appeared more
human-like. This finding is somewhat unexpected
given the omnipresent claims of bigger models act-
ing increasingly human-like, but aligns with prior
work by Frohling and Zubiaga (2021), who re-
ported that text produced by GPT-3 was more easily
detected as machine-generated than text produced
by GPT-2.

We further find that the prompting strategy influ-
ences detectability, although the effect is model-
specific and less strong than expected. Most
prompting strategies produced reviews that were
consistently identifiable as machine-generated.
Few-shot prompting, however, reduced classifica-
tion performance across classifiers and generated
reviews that were linguistically more similar to
human-written content. Closer inspection revealed
that this effect was limited to WizardLM, suggest-
ing that the interaction between prompting strategy
and models (and their specific architectural choices,
pretraining data, and post-training procedures) de-
serves closer attention. More broadly, these find-
ings indicate that the detectability of Al-generated
reviews depends not only on the underlying lan-
guage model, but also on the context in which the
text is generated.

The linguistic analysis provides additional in-
sight into these differences. Across prompting

strategies, LLLM-generated reviews differed from
human-written reviews in a large number of lin-
guistic feature areas, including readability, lexical
richness, psycholinguistic features, and emotional
expression. At the same time, few-shot prompting
reduced differences in several feature categories,
especially lexical richness and emotion-related fea-
tures, which may help explain the lower detectabil-
ity observed in the classification experiments. Inter-
estingly, persona prompting showed comparatively
little effect, despite explicitly attempting to mimic
human perspectives or identities.

Interestingly, the feature areas that the few-
shot strategies shift the most to be more human-
like, emotion, lexical richness, and psycholinguis-
tics, are exactly the ones prior work has found
to be particularly idiosyncratic in zero-shot sce-
narios of other tasks (Donmez et al., 2025). This
points to potentially more general, task and domain-
independent patterns of idiosyncratic zero-shot
LLM outputs.

Taken together, our findings provide evidence
that current automated detection systems remain
effective for many forms of Al-generated reviews,
but factors such as prompting strategy can influ-
ence both linguistic properties and detectability.
As LLMs become increasingly integrated into on-
line communication environments, understanding
how generation context shapes synthetic text may
become increasingly important for the design of
robust and transparent moderation systems.



6 Conclusion

In this work, we investigated how reliably LLM-
generated reviews can be distinguished from truth-
ful and deceptive human-written reviews, and how
detectability is influenced by prompting strategy
and model choice. To this end, we constructed
a dataset of smartphone reviews generated with
GPT-4 and WizardLM-13B using seven prompt-
ing strategies and evaluated 140 RoBERTa-large
classifiers across varying training and testing condi-
tions. We further complemented the classification
experiments with a linguistic feature analysis.

Firstly, our findings suggest that LLM-generated
reviews remain highly detectable under matched
conditions, even when compared against deceptive
human-written reviews. Secondly, we demonstrate
that the prompting strategy affects detectability,
with few-shot prompting reducing classification
performance for one of the generation models, Wiz-
ardLM, and generally shifting linguistic features
closer to human-written reviews. Thirdly, we find
that reviews generated with WizardLM are harder
to detect than those generated with GPT-4, high-
lighting that bigger and generally more capable
models do not necessarily produce less detectable
review text.

Overall, our results suggest that the detectability
of Al-generated reviews depends not only on the
underlying language model but also on the inter-
action between model characteristics and prompt-
ing technique. While automatic detection appears
promising under controlled conditions, the ob-
served sensitivity to prompting and model choice
may indicate robustness challenges for real-world
deployment. We thus urge practitioners to stress-
test detection systems designed for real-world de-
ployment against a rich set of model-prompt com-
binations.

Limitations

Our work is limited to the specific LLMs and the
seven prompting strategies examined in this study.
The findings may therefore not generalize to other
models, model sizes, or prompting approaches. In
particular, recent research has highlighted the is-
sue of prompt brittleness, whereby relatively small
changes in prompt wording, formatting, context, or
prompted output structure (e.g., asking for JSON
output instead of natural responses) can substan-
tially affect model outputs and performance. As a
result, the human-likeness and detectability of gen-

erated reviews may vary under alternative prompt
formulations that were not explored in this study.
Similarly, guardrails may interact especially with
prompts asking for fake or deceptive reviews, not
only via refusals, but potentially via stylistic differ-
ences to human-written deceptive reviews. While
important for a comprehensive understanding of
the generation of deceptive content, this falls out-
side of the scope of this work.

In addition, our dataset is restricted to English-
language smartphone reviews collected from Ama-
zon. Consequently, the results may not generalize
to other product domains, review platforms, lan-
guages, or cultural contexts, where both writing
styles and model behavior may differ.

Ethical Considerations

This work involves the generation and classifica-
tion of both truthful and deceptive reviews. The
generation of deceptive content raises potential eth-
ical concerns, as such content could be misused in
real-world settings (e.g., for manipulation or mis-
information). In this study, all generated reviews
were created and analyzed solely for research pur-
poses within a controlled environment and were
not deployed in any public or commercial context.

The human-authored data used in this study
do not contain personally identifiable information.
However, both generative models and detection
methods may encode or amplify biases (e.g., re-
lated to writing style or language proficiency),
which could affect classification outcomes. These
limitations should be considered when interpreting
the results.

Finally, this work highlights the dual-use nature
of large language models: while they enable bene-
ficial applications, they also facilitate the scalable
production of deceptive content. We therefore em-
phasize the importance of responsible use, careful
evaluation, and transparency in the development
and deployment of such systems.
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A GPT-4 parameters

Table 4 shows the parameters used when prompting
GPT-4.

Parameter Value
top_p 1.0
frequency_penalty 0.0
logit_bias 0.0
presence_penalty 0.0

Table 4: GPT-4 parameters

B Prompt templates

Minimal Write five {rating}/5-star ({rat-
ing_in_words}) customer reviews, including a title
for the smartphone {smartphone brand and type}.
The review should be {number of words} words
long. Return the review in a JSON object with the
following format:

{"title": <title>, "text": <reviewtext>}’

Crowd worker: For the following question, you
will be asked to write reviews about smartphones.
In the case of the rating, a five-point scale will be
used as follows:

- 1 star = very bad

- 2 stars = bad

- 3 stars = neutral

- 4 stars = good

- 5 stars = very good
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Please write a review with a title about the
smartphone {smartphone brand and type} that
corresponds to a {rating}-star ({rating name})
rating. The review should be {number of words}
words long. Return the review in a JSON object
with the following format:

P{"title": <title>, "text": <reviewtext>}’

Few-shot: System: A chat between a curious
user and an artificial intelligence assistant. The
assistant gives helpful, detailed, and polite answers
to the user’s questions.
User: {minimal prompt instruction for example 1}
Assistant: {

"title": {example 1 title}

"text": {example 1 text} }

User: {minimal prompt instruction for example 5}
Assistant: {

"title": {example 5 title}

"text:": {example 5 text} }
User: {minimal prompt instruction}

Persona: System: A chat between a curious user
and an artificial intelligence assistant. The assistant
gives helpful, detailed, and polite answers to the
user’s questions. {persona description}

User: minimal prompt instruction

C RoBERTa training parameters

Table 5 describes the ROBERTa training parame-
ters.

Parameter Value
per_device_train_batch_size 4
per_device_eval_batch_size 4
warmup_ratio 0.1
learning_rate 2e-5
gradient_accumulation_steps 8
num_train_epochs 10
fpl6 True
evaluation_strategy epoch
save_strategy epoch
logging_steps 10
load_best_model_at_end True
save_total_limit 1
metric_for_best_model eval_loss
greater_is_better False

Table 5: RoBERTa training parameters

D Perplexity and ZeroGPT classification
performances

Figure 4 shows the aggregated accuracies for the
perplexity-based classifier, and Figure 5 shows the
aggregated accuracies of the Zero-GPT classifier.
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Figure 4: Aggregated accuracies (95% CI) for the
perplexity-based classifier of classifying human (decep-
tive and truthful) and LLM-generated reviews, across
all prompting strategies.
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Figure 5: Aggregated accuracies (95% CI) for ZeroGPT
of classifying human (deceptive and truthful) and LLM-
generated reviews across all prompting strategies.

E Model Details

GPT-4 The OpenAl API was used, and each
prompt was submitted individually. The values
for the seed and temperature parameters are set ac-
cording to the values assigned to the corresponding
batch in the open-source generation to ensure better
comparability.

WizardLM The Hugging Face transformers li-
brary (Wolf et al., 2020) was used to generate the
reviews. A single node of the RWTH Aachen Claix
18 cluster was used, which provides 2 NVIDIA
Volta 100 GPUs with 16GB of VRAM, 2 Intel
Xeon Platinum 8160 "SkyLake" processors with



2.1 GHz and 24 cores, and 192 GB of RAM. Re-
views were generated in batches of 5, grouped on
the same quintile word length range of the human-
authored review, and each batch was assigned a
random temperature between 0.5 and 1.0. Prompts
are assigned randomly to a batch.

F Generalizability of Al-generated
Review Classification

We evaluated the generalizability of the classifiers
by testing them on (i) reviews generated by a differ-
ent LLM, with a different prompting method, (ii)
reviews that originated from a different platform
(Prolific or Amazon), and (iii) reviews that covered
products other than smartphones.

To test the generalizability across LLMs and
prompting methods (i), we used classifiers trained
on GPT-4 reviews and tested them with WizardLM
reviews and vice versa. At the same time, we it-
erated across prompting strategies and tested the
classifiers on strategies they were not trained on.

When testing generalizability across platforms
(ii), we tested the classifiers that were trained on
human truthful reviews (prolific) and tested them
on truthful Amazon reviews (Amazon reviews were
assumed to be truthful, see Soldner et al. (2022) for
more information). The test sets were created by
replacing the prolific reviews with the matching re-
views from Amazon that had already been collected
(Soldner et al., 2022). Since the Amazon reviews
did not perfectly mirror all the prolific reviews, a
perfect match of all reviews across all phone prop-
erties, including model, brand, and rating, with the
LLM-generated reviews, was not possible. Thus,
for all Amazon and LL.M-generated reviews that
did not perfectly match, we relaxed the constraint
on the phone model and matched reviews solely
on the phone brand and the review rating. All re-
maining unmatched reviews were matched based
on the rating alone, and we allowed that the reviews
varied in the phone models and brands.

For testing the generalizability across reviews
about different products (iii), we used the dataset
created by Salminen et al. (2022), which contains
20.000 reviews from Amazon (which were as-
sumed to be truthful) for various product categories
(e.g., Toys and Games, Tools and Home improve-
ment, Pet supplies), and 20.000 reviews from the
same categories generated by a fine-tuned GPT-2
model (see Table 6). We downsampled the datasets
to the size of our human and LLM-generated review

dataset and tested all our trained classifiers across
all configurations (prompting strategies, LLMs) on
the Salminen et al. (2022) Amazon and GPT-2 re-
views.

F.1 Results

We explored the generalizability of classifiers by
testing their performance not only on hold-out data
that originates from the same distribution as the
training data, but also on new and unseen data,
such as reviews that were generated by different
LLMs, or originate from a different platform, or
describe other products than smartphones.

First, we tested RoBERTa classifiers that were
trained and tested on different LLMs. Our results
show that classifiers that were trained on reviews
generated by GPT-4 and were tested on reviews
generated by WizardLM decreased in accuracy,
while classifiers that were trained on reviews gener-
ated by WizardLM and tested on reviews by GPT-4
showed almost no change in accuracy (Table 7).
Reviews generated by WizardLM might contain
more robust cues that also hold in GPT-4 reviews,
but not vice versa. This suggests that the choice of
the LLM that was used to generate examples for
the training data may impact the generalizability
of the classifier. An advisable strategy would be to
use many different LLMs to generate training data.

Another choice researchers have to make when
creating Al-generated fake reviews for their train-
ing data is how to prompt the LLM. Our results
show that the way we prompt may have an impact
on the generalizability of the classifier. Classifiers
trained on the minimal and three persona strate-
gies performed worse, while classifiers trained with
the few-shot approaches performed equally well
or slightly better. This suggests that classifiers
trained on the minimal and three persona strategies
might overfit the data, as the classifier might utilize
LLM- and prompt-specific features, while classi-
fiers trained on few-shot approaches generalize bet-
ter, but may show lower in-domain performance.

We also tested classifiers with reviews that orig-
inated from Amazon (Soldner et al., 2022) rather
than from Prolific, but observed no differences in
performance. Thus, the classifiers might rely more
on LLM features to differentiate human and LLM-
generated reviews.

Lastly, we evaluated all our trained classifiers on
an out-of-domain dataset by Salminen et al. (2022),
which contains human reviews from Amazon and
GPT-2-generated reviews from various product cat-



Generated

Soldner et al. (2022) Salminen et al. (2022)

Dataset GPT-4 WizardLM Prolific Amazon GPT-2 Amazon
Deceptive 8,323 8,323 721 - 20,000 —
Truthful - - 600 2,084 - 20,000

Table 6: Overview of the generated and used review datasets. The generated GPT-4 and WizardLM datasets contain

reviews from 7 prompting strategies (1,189 reviews each)

egories. Aggregating the performance of all classi-
fiers across all configurations (7 prompting strate-
gies, 2 LLMs), we observed that, on average, al-
most all reviews, both those written by humans
and generated by LLMs, were classified as LLM-
generated, resulting in chance-level accuracies (Ta-
ble 7). The results indicate that the trained clas-
sifiers struggle to generalize beyond smartphone
reviews, while also suggesting an overreliance on
features used to identify LLM-text, which may be
dependent on the LLM.

F.1.1 Linguistic Analysis

To assess cross-dataset differences, we applied the
Mann-Whitney U test to compare linguistic tenden-
cies of LLM-generated and human-written reviews
from our dataset to LLM-generated and human-
written ones from Salminen et al. (2022). As table
8 shows, per feature area, we found higher numbers
of features across comparisons than internally in
our dataset. The overall number of differences for
our internal comparisons across prompt strategies
(as reported in Table 3 is in the interval [288, 220],
while the comparisons across datasets are in the
interval [243, 284], with an overall average differ-
ence of 60 features or 20% more of all features.
This indicates that the data from Salminen et al.
(2022) is fairly dissimilar from our data in all fea-
ture areas. We observed fewer features with signifi-
cant differences between our human-written data
with both Salminen et al. (2022)’s human-written
(253 overall) and LLM-generated (243 overall) re-
views than between our LLM-generated reviews
and Salminen et al. (2022)’s human-written (274)
and LLM-generated ones (284), respectively.

F.2 Discussion

Testing the generalizability of trained classifiers is
important, as in applied settings, we do not know
which LLM or promoting strategy is used to gen-
erate fake reviews. Here, we found differences be-
tween LLMs, the promoting strategies, and the re-
viewed products. Specifically, for LLMs, classifiers
trained on reviews, generated by GPT-4 and tested

on reviews from WizardLM, performed worse than
vice versa. However, the drop in performance was
mainly driven by reviews that were generated with
the few-shot strategies. Thus, GPT-4 seems to align
less well with the style of the few-shot examples.
Classifiers trained on reviews generated with few-
shot strategies generalized best, while classifiers
trained on other strategies showed a substantial
decrease in accuracy when evaluated on reviews
generated with few-shot strategies. Taken together
with the high number of linguistic features showing
significant distributional differences between few-
shot prompted and human reviews, this indicates
that the reviews generated by few-shot prompts still
contained linguistic patterns idiosyncratic to LLMs
that the classifiers can utilize to detect other LLM-
generated reviews successfully, but may be less
detectable by classifiers not trained with few-shot
strategies.

Classifiers generalized well when tested on Ama-
zon reviews while being trained on prolific reviews,
with no observed difference in classification perfor-
mance. We expected that classifying Amazon and
LLM-generated reviews would be more difficult, as
we assumed that Amazon reviews would be highly
prevalent in the training data of the LLMs due to
the high number of Amazon reviews online.

When we evaluated the classifiers on the Salmi-
nen et al. (2022) dataset, we found that almost all
reviews were classified as being written by humans,
which indicated that the classifiers were not able
to adapt to out-of-domain reviews about different
products other than smartphones. However, re-
views by Salminen et al. (2022) were generated us-
ing different approaches than we used, which may
have also contributed to creating reviews that are
difficult to correctly classify. The results from the
cross-dataset differences linguistic analysis suggest
that both Salminen et al. (2022)’s LLM-generated
and human-written reviews are more similar to
our human-written reviews, potentially leading to
a bias towards the label human. Taken together
with the general otherness (from a linguistic fea-



Predicted Predicted
GPT-4  WizardLM Human LLM
Actual GPT4 99.83% 86.05% Human 49.47% 0.53%
WizardLM  97.70% 98.40% LLM 49.49% 0.51%
Test data LLMs Salminen et al. (2022)

Table 7: Mean classification accuracy when tested on different LLM-generated reviews or when tested on the
Salminen et al. (2022) dataset (Human reviews from Amazon and LLM-generated reviews)

# Features (diff)

Feature Area # Features (total)

H,vs. LLMy LLM,vs. H, H,vs. H; LLM,vs. LLM,
Morphology 49 35 45 39 43
Syntactic Dependencies 46 33 43 38 41
Emotion 36 27 33 27 35
Entities 18 10 18 12 14
Information 2 2 2 2 1
Lexical Richness 24 18 22 22 17
POS 17 16 16 14 16
Readability 8 8 8 8 8
Semantics 16 11 14 13 15
Psycholinguistics 77 75 76 73 77
Surface-level 8 8 7 5 7
All 301 243 284 253 274

Table 8: Aggregated Mann-Whitney U test results across datasets. We report comparisons for LLMs LLM and
humans H, where the index o refers to our data and s refers to data from Salminen et al. (2022).

ture perspective) of Salminen et al. (2022)’s data,
this may be a sensible explanation for the drastic
performance difference and the tendency to predict
human in Table 7.
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